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WorkBench and TDM Security

Introduction

There are several usernames and passwords required to configure the TDM and WorkBench software.
These are used to provide access to the TDM database, access to the meters, and access to different
levels of the reporting features of TDM. This document will describe the specific purpose of each

username and password.

WorkBench

The WorkBench software has two different usernames and passwords. They are located on the Database
tab and the TDM tab under File\Options. The Database username and password will allow the user to
point WorkBench to the TDM server database. This is a Microsoft SQL login and must be created directly
on the server. This login will give the user access to all channel plans, macros, and uploaded data on the
TDM server. Examples of this login already created on the server and in use in WorkBench are below:
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Application Options

General | Database | Devices | TDM

Frevious Database Connections:
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TrilithicD atat anager 10.1.71.10 Microzoft SGL Se...
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The second username and password is located on the TDM tab. This login gives the user access to
individual inboxes and outboxes (meters) on the TDM server. This login can be a Windows login on the
server or it can be the same username and password used to protect Workgroups in TDM Administration.
If the login is a Windows login the user will have access to the TDM Administration home page and all the
meters. If the login is a Workgroup username and password, the user will only have access to those
workgroups and meters within the workgroup he has permission to view.

Note: If Workgroup usernames and passwords are used, ALL workgroups must be password
protected. All those without password protection will be visible.

The following example shows the access using a Windows login:

Application Options

General | Database | Devices TDM |

E Server

+ Host Name or IP
+ Use S50

+ Port

+ Password
Admin URL

Filier By 860 Workgroups:

Filter By MALC Addiesses:

-
104.70.190

443

administrato]

https:/#10.1.70.190¢T DM /AdminPages. html LI
Available 360 'Warkgroups:

<< Add Applications Engineerning
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Trillthic:
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MAC Address [HH-HH-H4-HH-HHE-HE]

<< A
Fiemove >
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Access to all Workgroups and meters is granted:

™ Trilithic WorkBench
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The next example uses the Workgroup username and password:

Application Options
General | Database | Devices TOM |
= Server -
+ Host Name or IP 10170150
» UseSSL
+ Port 443
* Usemname AppEng
Admin URL hittps: /410.1.70.190/TDMAdminPages. html j
Filter By 880 Workgroups: Available 860 Workgroups:
<< pdd Applications Enginesring
Instruments
Trilithic:
Remove 5%
Filter By MAC Addresses: MAC Address [HH-H-HH- - 1-HH]
<< pidd
Fiemove >3

0k | cemcel | iph Help
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| Delete

To edit workgroup "Applications Engineering”, make changes and click "Save"

Edit Workgroup: Applications Engineering

Marne: m
Description: I

User Mame: W

Passwiord: W

This Waorkagroup is & member of the following workagroup:

Trilithic 4

Save

Only the meters in the Workgroup are accessible:
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TDM Administration

As briefly stated in the previous section, access to the TDM Administration page requires a Windows login
on the server. This page allows the user to authorize or unauthorize meters on the server, create and edit
workgroups, and track the communication between the meters and the server. When first accessing this
page, a username and password prompt will appear. Below is an example of this type of login:

LI Computer Management M=l
= Fle Action  View ‘Window Help | =] =]
& = | B R =@
Q Computer Management (Local) Mame | Full Marme | Descripkion
Eﬁ@ System Taols E.ﬁ.dministratur Built-in account for administering tk
@ Event Viewer 5 sjones adam Jones apps Engr
% Shared Folders 3 nsPET ASP.MET Machine Account Account used For running the ASP.|
= : Local Users and Groups mdswank Doug Swark Apps Engr
a i B et Built-in account Far guest access to
i "'P ‘ ] A alert #3105 _aPPSSvR  Internet Guest Account Built-in account For anonymous ace
Erj DZ:*iiLmh‘:;;:g;rgs ane Al @IWHM_P.PPS. «  Launch IIS Process Account  Builk-in account For Internet Inform
EI@ rage mmdarragh Mark Darragh &pps Engr
[+-i&} Removable Storage @mkjng mking
L Disk Defragmenter l%SLIF‘F"I:Z)F&T_SEL .. CN=Microsoft Corparation...  This is a wendor's account For the
- 354 Disk Management gTrilithicSuppDrt TrilithicSuppork
[ Services and Applications @tsheridan Tom Sheridan &pps Engr
/& Trilthic Data Manager | | - B - ) o= - Page- Safety - Tooks- @

» e

Trilithic Data Manager
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TDM Data Access is the web-based reporting function of TDM. It also uses a server based Windows login
with three different levels of access. The access level is determined by a Group on the server. In other

words, a Windows username must be a member of a User Group to have rights to Data Access functions.
The group names and levels of access are as follows:

Trilithic Administrators: Full access, can create and save reports, can edit reports, and remove

reports from the main page.

Trilithic Power Users: Limited access, can run previously saved reports, can create new reports but
cannot save or remove existing reports.

Users: Lowest level of access, can only run previously saved reports. Cannot create or edit existing

reports.

Below is an example of a server with these groups already created:

E Computer Management !IEI E

Elﬁg System Toals
#-{g]] Event Viewer
% shared Folders

[=-#%7 Local Users and Groups
& Performance Logs and Alert:

Removable Storage

& Disk Defragmenter
gl Disk Management

EJ--Bﬁ Services and Applications

Q File Action Yiew Window Help | _|5’|5|
s E N =,
Q Computer Management (Local) Marne | Descripkion ﬂ

Remote Deskkop Users

gReplicatDr

QUSErs
gHelpServicesGrDup

W 11s_wps

¥ PoPS Users

¥ S0LServerz0050TSUse. ..
] SQLServer200SMSFTEL. .,
W 0L ServerZ00SMSOLA, ..

8 SQLServer200SMSSQLS. .
¥ 0L ServerZ00SMSSEL. .

M S0l Serverz00SMotifica. .
¥ S0LServerz005Reporti. .
] 0L Serverz005Reparts. .
WY S0LServerz00530LAge. .
M S0l Serverz00550LEro. .

gTelnetCIients
gTrilithic Administrakors
gTriIithic Power Users

Members in this group are granted k..,
Supports File replication in a domain
Users are prevented Fram making ac...
Group Faor the Help and Support Center
115 Warker Process Group

Members of this group can access th...
Members in the group have the requ. ..
Members in the group have the requ. ..
Members in the group have the requ. ..
Members in the group have the requ. ..
Members in the group have the requ. ..
Members in the group have the requ...
Members in the group have the requ. ..
Members in the group have the requ. ..
Members in the group have the requ. ..
Members in the group have the requ. ..
Members of this group have access k..,
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When a TDM Data Access user first logs in he will be prompted for a username and password. The
functions he will have access to are based on the group he is a member of. Below are examples of a user
with Trilithic Administrator access and just

User Access

& work History

TRILITHIC

= Work History

Demo

[ co || |

Sory St oo D)

Search Parameters
Display Columns
Grouping

Group Columns

Date Range

& wiork History

TRILITHIC

Work History

TECh D=7~

Tech D, Work Date, Auto Tests Run, Auto Tests Passed
Tech ID

Work Orders

oo - 0 = o+ Page - Safety » Tools - ﬂ

Administrator (administrator) Log off .

Data Access

2.} = v ) mm - Page - 3afety + Todls - ﬂ

telmuser Log off

Data Access

= Work History

Demo

[ Go |

Search Parameters
Display Columns
Grouping

Group Columns

Date Range

Tech|D=%*

Tech 1D, Work Date, Auto Tests Run, Auto Tests Passed
Tech D

Wiork Orders

Notice the missing commands when logged in as a User only. The Trilithic Power Users login will have
the same functions as the Trilithic Administrator except for the save and remove from start page option.
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Conclusion

These different security levels are designed to allow all users of the TDM system, from the technician in
the field to the administrator of the server, to benefit from TDM’s many features. As with any security
system, some forethought should be used before usernames and passwords are created and assigned.
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