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Firewall Help

The Firewall is a hardware device
controlled by software. You use the

Rules would be setup in the firewall
to open ports from the public side to

Internet software to setup "Rules” for the private side by use of NAT
network access, web content (Network Address Translation)
filtering, branch office VPNs and which will point a public IP to a
remote user VPNs, private |P through a specific port.
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Allow Inbound:
NAT

Port: 80

This rule would allow extemal
users/hosts hitting the IP
68.123.123.12 via port 80 to hit a
server with the private |P of
192.168.1.5 on the Optional side.

Router to ISP

The External port is the external/
public interface of the firewall and
can be configured with one or
multiple stalic public IP address and
is the anly point of entry for any
public users. It is also the gateway
to the internet for any users or
networks behind the firewall. This
port is generally connected to a
router configured to connect to the
ISP.

Rule 1: Allow HTTP access.

L 68.123.123.12 > 192.168.1.5
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Optional.

Rule 2: Allow Trusted to reach

Allow Inbound:
Trusted > Optional————

This rule allows the Trusted side

access to the Optional side. Since

there is no rule allow the Optional

Switch  Trusted

The Optional/DMZ port is a private
network separated from the private
network used for general users who
do not have any incoming
connections. The Optional/DMZ
network will be configured for public
servers such as the Mail Server,
File Server, Web Server, TDM
Server, etc. that reside behind the
firewall. The Trusted network has
access to the Optional network but
not vise versa or only as needed
(this is configurable).

side to reach the Trusted side, the
Optional doesn't have access to

Switch

The Trusted port is the network
interface for the "trusted” private
network, Any machines or hosts on
this port will not be accessible from
the outside. Also, if the Optional/
DMZ network were to be
compromised, any hacker or virus
would not have access to this
network from the Optional/DMZ
side.
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