





Trilithic Company Profile

Trilithic is a privately held manufacturer founded in 1986 as an engineering and assembly
company that builds and designs customer-directed products for telecommunications, military,
and industrial customers. From its modest beginnings as a two-man engineering team, Trilithic
has grown over the years and broadened its offerings of RF and microwave components by
adding broadband solutions to its product line. This was accomplished with the acquisition of
components manufacturer Cir-Q-Tel and instruments manufacturer Texscan.

Today, Trilithic is an industry leader, providing telecommunications solutions for major broadband,
RF and microwave markets around the world. As an ISO 9000:2001 certified company with over
40 years of collective expertise in engineering and custom assembly, Trilithic is dedicated to
providing quality products, services and communications solutions that exceed customer
expectations.

Trilithic is comprised of five major divisions:

* Broadband Instruments and Systems
Offers test, analysis, and quality management solutions for the major cable television
systems worldwide.

* RF Microwave Components
Provides components and custom subsystems for companies specializing in cellular,
military, and other wireless applications.

* Emergency Alert Systems
Leading supplier of government-mandated emergency alert systems used by broadcast
TV, cable TV, IPTV, DBS, and radio stations.

« XFTP
Offers a specialty line of field technical products for cable operators and technicians, as
well as a line of products for installing electronics in the home of the future.
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Chapter 1
General Information

Helpful Website

The following website contains general information which may be of interest to you:
http//iwww.trilithic.com

Trilithic’s website contains product specifications and information, tips, release information,
marketing information, Frequently Asked Questions (FAQs), bulletins, and other technical
information. You can also check this website for product updates.

Where to Get Technical Support

Trilithic technical support is available Monday through Friday from 8:00AM to 5:00PM EST.
Callers in North America can dial 1-317-895-3600 or 1-800-344-2412 (toll free). International
callers should dial 1-317-895-3600 or fax questions to 1-317-895-3613. You can also e-mail
technical support at EASysupport@tfrilithic.com.

For quicker support response when calling or sending e-mail, please provide the following
information:

* Your name and your company hame.
* The technical point of contact (name, phone number, e-mail address).
* The EASyCAP software’s version number.

» Adetailed description of the problem you are having, including any error or information
messages.
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9. The “Ready to Install the Program” window will appear next. This window confirms the
settings for the installation of the EASYCAP software. If the information shown is correct,
click the Install button; click the Back button to change the settings.

i Trilithic EASyCAP Software - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin installation.

Click Install ko begin the installation,

If wou want ko review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

’ < Back ]| Install i [ Cancel ]

10. The “Installing EASyCAP” window will appear momentarily to indicate the status of the
software’s installation.
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11. The “InstallShield Wizard Completed” window will appear. Click the Finish button to exit.
The EASyCAP installation is now complete and the program is running in the Windows
background.

i@ Trilithic EASyCAP Software - InstallShield Wizard

InstallShield Wizard Completed

| The InskallShisld Wizard has successfully installed Trilithic
| EASyCAP Software. Click Finish to exit the wizard.

Cancel
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Configure the EASyCAP Login Information

The EASyCAP service is installed under the Local System account by default. This account may
need to be changed due to problems with permissions, or personal preferences.

1. Configure the EASyCAP service login information. Open the Windows Services
program window by right-clicking on the My Computer icon. From the pop-up menu,
select the Manage link to open the Computer Management console, then select
Services from the menu tree.

LI Computer Management |Z|E||g|
g File  Action  Wiew Window Help = Lv_J
& = £
= ﬁe System Tools
LB Event Yiewer .
i E‘ hared Folders easycap_service Mame  ~ Description Status Startup Type Log ©n As i~
L m S Local Users and Graups %Cumputer EBrowser Maintains ... Started Aukormnatic Lacal System
[ Performance Logs and Ale Start the service %Cryptugraphic Serv... Providesth... Started Automatic Local System
[ g Device Manager %D[OM Server Proc...  Provides la..  Started Aukornatic Lacal System
=2 S Storage Description: %DHCP Client Manages ... Started Automatic Local System
. [# @& Removable Storage Trilihic EASyCAP Protocol Adapter. & Distributed Link Tra... Maintains li... Started  Automatic Local System
; Disk Defragmenter inulllg\;;saignlrgro‘ce.:tr:;zgsirgo::cbool S Distributed Transac,.. Coordinate.., Manual
e Disk Management Emergency Alert System format for 840N Client Resolves a... Started  Adtomatic
=2 & Services and Applications Trilithic Encoder,/Decoders. : VCap_s [} Trilithic EA, .. Automatic
H % Services %Ermr Reporting Ser... Allows erro..,  Started Automatic
WHL Contral %Event Log Enables ev... Started Automatic Local System
o @ sQL Sfarvar Cn.nﬂguratlnn %Extens\hle Authenti... Provides wi... Manual Local System
& g Indexing Service %Fast User Switching, .. Provides m... Manual Local System
%Firewall Client Agent  Provides c...  Started Automatic Local Service
%Health Key and Cer... Manages h... Manual Local System
%HE'D and Support Enables He... Started Automatic Local System
%HTTP 550 This servic. .. Marual Local System
%Human Interface D... Enables ge... Disabled Local System
%IMAPI CD-Burning ... Manages C... Manual Local System
%Indexmg Service Indexes co... Manual Local System ¥
< ¥ \ Extended 4 Standard f
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2. Inthe Computer Management window, Services panel, scroll down and select
easycap_service by double-clicking on the program icon. The EASyCAP_Service
Properties window will appear.

EASyCAP_Service Properties {Local Computer) E|®

| General | Log On | Recovery | Dependencies

Service name: BaTYCAp_gervice

| Dizplay name:
Description: Trilithic EASyCAP Pratacel Adapter. Monitars ~
= \Comman Alerting Protocol sources and converts E
Fath to executable:
"'C:AProgram FileshTrilithichEAS pCAP Adaptert\EASpCAP_Service exe”
Startup bpe: EAutomatic v |

Service status: Started

ou can specify the start parameters that apply when pou start the service
from here.

0K ] [ Cancel

EASyCAP - Software Manual
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3. To change the EASYCAP service’s login configuration, click the Log On tab and enter a
Username and Password with sufficient permissions to access the network, as well as
read, write, modify, delete, and execute files in the EASyCAP installation and application
directories. Include the domain and username in the top field (for example,
‘MyDomain\MyUserName”).

4. After editing the information on the Log On tab (if applicable), the EASyCAP service must
be restarted. Inthe Services window, right-click on the EASyCAP icon and select
Restart.

EASyCAP_Service Properties {Local Computer) El@

Generall Log On |.F|ecover_l,l Dependencies

Log on as:

] Allaw service ta interact with desktop

() This account: | |
| |
| |

‘You can enable or dizable this service for the hardware profiles listed below:

Hardware Profile Service |
Prafile 1 Enabled

ok H Cancel ]

; Ensure that the EASyCAP login information is valid and that the
account has sufficient permissions to access the EASyCAP
noTe  folders andfiles.

Software Updates

To update the EASYCAP software, stop the EASyCAP Service by opening the EASyCAP
Configuration software, clicking the Stop button, then closing the Configuration software.

linstall the update as directed in the Chapter 3: Installation, Installing the EASyCAP Software
section of this manual.
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Removing the EASYyCAP Software

The Windows “Add or Remove Programs” utility can be used to remove the EASyCAP software.

1. Open the Add or Remove Programs utility by clicking the Windows Start button, then the
Control Panel button.

2. From the control panel, click the Add or Remove Programs button. A program list similar
to the one shown below will be displayed:

 Add or Remove Programs |-_||E||IZ|
e —
Currently installed programs: [ show updates Sork byt | Mame v-|
Change or I |
Remove B oar= oy =gy A —|
Programs |
[
! ﬁ, L |
b
Bt . |

Add Mew
Programs

EASYCAP Software

Add/Remove
Windows
Components

@

Set Program
Access and
Defaults

3. Inthe program list, scroll to find Trilithic EASyCAP.
4. Toremove the program, select the program by clicking on it once, then click the Remove
button.

5. Apop-up window will appear, confirming your decision to remove the EASyCAP software.
Click the Yes button to remove the EASyCAP software; click the No button to cancel the

program deletion.
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Chapter 4
Certificate Installation

Overview

If performing signature verification on a CAP feed, a certificate in the verification chain must be

installed in the EASyCAP computers personal store. Certificates may be supplied by message
originators. The following instructions provide an example of certificate installation, however the
details of the installation may vary greatly between computer systems.

Adding the Client Certificate to the EASyCAP Software

1. From the windows Start menu, select the Run program icon. In the text box, type MMC
then click the OK button to start the Microsoft Management Console.

& Run

== Typethe name of a prograrn, falder, document, or Internet
A resource, and Windows will open it for you.

Open: I mmcl j

Ok I Cancel | Browse... |

2. Inthe MMC window, click the File menu, then click the Add/Remove Snap-In option.
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3. The Add/Remove Snap-Ins window will appear. Select Certificates from the list by
clicking on it once, then click the Add button.

Add or Remove Snap-ins [x]

You can select snap-ins For this console from thoss availabde on your computer and configure the selectad sat of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | Wendor = = Console Rook: Edit Extensions. ..
" Active Control Micrasoft Cor... -
[T aushorization Mansger  Microsoft Cor... BETTIVYE |

B Certificates Microsoft Cor...
. Componant Services  Microsoft Cor... Mowe L |
:_‘_;,cm.ter Managem... Microsoft Cor...

.,'z‘JDewce Manager Microsoft Cor... Morve Do |

1= Disk Management Microsoft aed. .. Add >
[d] Event viewer Microsoft Cor...
| Folder Microsoft Cor...

[ Group Policy Object ... Microsoft Cor...
SIP Security Monitor Microsoft Cor...
3, 1P Security Policy Ma... Microsoft Cor...

= Link bo Web Address  Microsoft Cor... =
= Local Users and Gro... Microsoft Cor... 2 —I et
Description:
The Certficates snap-in allows you bo browss the contents of the certificate stores for yourself, a service, or a computar.

Lo ] coel |

4. The Certificates Snap-In window will appear. Select the radio button corresponding to
Computer Account, then click the Next button.

Cettificates snap-in

Thiz shap-in will alwayps manage certificates for:
My user account
" Service account

' Computer account

< Back I MNext > I Cancel
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5. The Select Computer window will appear. Select Local Computer, then click the
Finish button.

Select Computer E3

Select the computer pou want this snap-in to manage.
This snap-in will akways manage:
% L ocal computer: [the compuiter this console is running on}
" Another computer: |

[~ Allow the selected computer to be changed when launching from the command line. This
only apples if you save the console.

<Back [ Fish | Cancel |

6. The Add/Remove Snap-Ins window will appear again. Click the OK button to continue.

Add or Remove Snap-ins

“ou can select snap-ins for this console from those availsble on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

| Snap-in Vendor * | Console Rook Edk Extensions. .. I
- Actived Control Microsoft Cor... Certif ocal Computer)

[Eauthorization Manager  Microsoft Cor...
Ll certificates Micressoft Cor...
. Component Services  Microsoft Cor...
A Computer Managem...  Microsoft Cor... —

hlbev'v:e Manager Microsoft Cor...
=¥ Disk Management Microsoft and... Add >
[BlEvert viewer Microsoft Cor...

Folder Microsoft Cor...

| Group Policy Cbject ... Microsoft Cor...
'._QLP Security Monitor Microsoft Cor...
B 1P Security Policy Ma... Microsoft Cor...

| Link to Web Address  Microsoft Cor

& ocal Users and Gro... Microsoft Cor... =] 4| hyonced...
Description:
The Certficates snap-in allows you to browsa the: contents of the certificate stores for yoursalf, a service, or a computar.

o ] conce |
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Import the Certificate

1. Navigate to the location where personal certificates are indexed on the computer, then
right-click on the Personal folder and select All Tasks - Import from the pop-up menu.

P console1 - [Console Root' Certificates (Local Computer)\Personal]

@ Fle Ao View Favorkes Window Help =181
Lt 2 o = NNERENN 7 1o
| Console oot Object Type Actions
B Certificates (Local Computer
E & ! There are no ikems to show in this view. Personal =
# | Trusted Root Cert#ication Autho Mare Actions r
[ | Enkerprise Trust
[ | Intermediabe Certification Autho
[ | Trusted Publishers
# | Unkrusted Certificates
[ ) Third-Party Rook Certification Av
E | Trusted People
[ | Remote Desktop
® ] St Card Trusted Roots
4 T [T | i
[ [

2. The Certificate Import Wizard window will appear. Click the Next button.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

P> This wizard helps you copy certificates, certificate brust
o lists, and certificate revocation lists from your disk ko a

- certificate store.
v

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Mext,

< Back I Mext = I Cancel
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3. Onthe File to Importscreen, click the Browse button to locate and select the private
certificate file.

Certificate Import Wizard

File to Import
Specify the File wau want to import,

File name:

C\EAC FilesiCertificate) EAC_cert.cer| Browse. .. |

Mote: Maore than one certificate can be stored in a single file in the following Formats:

Personal Information Exchange- PKCS #12 {.PF¥, P12)
Crvptographic Message Syntax Standard- PKICS #7 Certificates (.P7B)

Microsoft Serialized Certificate Stare (55T}

Learn more about certificate file Formats

< Back. I Mext = I Cancel |

4. After the file has been selected, click the Next button. If the certificate is password
protected, a window will appear to allow the password to be entered. Enter the password
and then click the Next button.

Certificate Import Wizard

Password
To mainkain security, the private key was protected with a password,

Twpe the password far the private key,

Passwaord:

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

< Back ” Mext = ][ Cancel

' TRILITHIC EASyCAP - Software Manual

25



5. Onthe Certificate Store screen, select Place all certificates in the following store,
then select Personal. Click the Next button.

Certificate Import Wizard

Certificate Store

Certificate stores are swstem areas where certificates are kept,

‘Windows can automatically seleck a certificate store, or ywou can specify a location For

the certificate.

" automatically seleck the certificate store based on the bype of certificate

i Place all certificates in the Following store;

Certificate store:

Personal

Browse. .. |

Learn more about certificate stores

< Back I Mext = I

Cancel

6. Click the Finish button to complete the certificate import procedure.

EASYCAP - Software Manual
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&8

Completing the Certificate Import
Wizard

The certificate will be imported after vou click Finish.

Personal
Content Certificate
File Marme CHAEAC Files\Certifica
| | 2

Cancel

= Back I Finish I
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7. Astatus window will appear, indicating that the certificate import was successful. Click the
OK button to close the status window.

Certificate Import Wizard

) The import was successful,

8. The certificate can be found in the console under Certificates (Local Computer), Personal,
Certificates. The “Issued To” name must be entered into the EASyCAP software to identify
the certificate.

‘i Consolel
File  Action Miew Favarites MWindow Help

- B@ $R XEFR @@

| —r——a
i ‘it Console Root\Certificates (Local Computer)\Personal\Certificates r._”Elfgl

| [:l Console Root Issued To + Issued By Expirakion Diate Intended Purpc
E}- Certificates {Local Computer) AEEN nd S
= [:| Personal
3 Certificates
[#-[23 Trusted Root Certification &
[ [21 Enterprise Trust
[ 23 Intermediate Certification &£
- [23 Trusted Publishers
(20 Untrusted Certificates
([ Third-Party Root Certificati
-2 Trusted People
I}_‘.F_"l Certificate Enrollment Requ

-2 sPC

5 <Al
[Etri-eas-0z.trilthic net Trilithic Enterprise Secondary Subord...  5/2/2009 Client Authentic
[Edtri-eas-0z.trilithic.net Trilithic Enterprise Secondary Subord...  5/2/2009 IF security IKE it

< | 2|

Personal store contains 3 certificates.
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Chapter 5

EASYCAP Configuration

The General Tab

‘ After making changes to the EASyCAP settings, click the Save
button at the bottom of the program window to save the
NOTE  Settings to the configuration file.

—Data Directory

IC:‘I.PngranData‘\Triﬁth’rc‘\EﬁSyCAP Adapter}

—Log Directory

rLog Archive Directory

Accepted CAP versio

—Min CAP Version—

|1.1

—Max CAP Version |

|1.2

—Audio Options————————

Volume—

-

o080

[~ Use Text-to-Speech
[~ Use Spanish Audio

~Text Options
[~ Include EAS Header Translation in text displays
[~ Indude CAP Headline in text displays

[~ Indude CAP Area Description in text displays

—CAP Protocol Options
[~ Process All Area Blocks

[~ Disable EAN Streaming

—Atom Feed States to Process

[no SELECTION =l
o seLECTION |
[no seLECTION |
[no SELECTION Ra

Configuration File: C:\ProgramData\Trilithic\EASyCAP Adapter\Config.xml

[ Startl B st | Service Running

¥ TRILITHIC
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Starting & Stopping the CAP Service

To start the CAP Service, simply selectthe * Stat | putton. When the service is started, the
text to the right of the button will change to “Service Running”.

To stop the CAP Service, simply select the B stor |button. When the service is stopped,
the text to the right of the button will change to “Service Stopped”.

Directories

The Directories group provides a means to configure the directories which the EASyCAP
software will use to store data, logs, and log archives.

Directories
Data Directory

Log Cirectony
|C:\Program Files\Trilithic\EASyCAP\logs

Log Archive Directony
|C:\Program Files\Trilithic\EASyCAP\archive

« Data Directory - Double-click this field to select the location that the data files will be
saved to.

* Log Directory - Double-click this field to select the location that the log files will be
saved to.

* LogArchive Directory - Double-click this field to select the location that the archive
log files will be saved to.

The log file is moved to the archive directory when its size

NOTE exceeds 100 kb and a new log file is created.
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Accepted CAP Versions

The Accepted CAP Version group provides a means to configure the Accepted CAP versions
minimum and maximum CAP versions that the EASyCAP software will Min CAP Version
process. 1.0
* Min CAP Version - This field is used to enter the minimum CAP Max CAP Version
version that will be processed. 1.2

« Max CAP Version - This field is used to enter the maximum CAP
version that will be processed.

Audio Options

The Audio Options group provides a means to configure the following [ #udic Options
audio processing options: Volume

* Volume - Use the slider to adjust the normalized audio volume = =
that is delivered to all encoder/decoders. ml

+ Use Text-to-Speach - When this box is selected, the
EASyCAP software will generate speech from the text included
in the CAP message (and from the EAS Header Translation if
enabled). This will only generate audio from text if the CAP 1
message does not include English audio. This option only 080
supports English audio.

[ Use Text-to-Spesch
[ Use Spanish Audio
| Disable EAN Streaming

, NOTE: Per the FCC’s 5th Report and Order (Jan 2012) this Text
to Speech option must be turned off. The option remains in the
NOTE  eventthat waivers are granted or the decision is reversed.

* Use Spanish Audio - When this box is selected and a received message includes
Spanish audio, the EASyCAP software will acquire the Spanish audio.

+ Disable EAN Streaming - When this box is selected the EAN audio stream will not be
used, Encoder/Decoders will receive EAN audio from a local audio input.
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Text Options

The Text Options group is used to configure which | Text Cptions

additional elements are included in the alert text. ¥ Include EAS Header Translation in text displays
* Include EAS Header Translation in text [ Include CAP Headline in text displays
displays - When this box is selected, the [~ Include CAP Area Dascription in text displays

EAS Header Translation will be included in

the alert text. This box should always be

selected unless the FCC agrees to drop the requirement for this text to be sent. If the
FCC does indeed drop this requirement, Trilithic recommends that this box should not
be selected.

* Include CAP Headline in text displays - When this box is selected, the CAP
Headline will be included in the alert text. Trilithic recommends that this box should not
be selected.

* Include CAP Area Description in text displays - When this box is selected, the CAP
Area Description will be included in the alert text. Trilithic recommends that this box
should not be selected.

CAP Protocol Options

The CAP Protocol Options group is used to change the way in which the CAP elements are
processed.

* Process All Area Blocks - \When this box is selected, this allows processing of all the
<area> blocks within a CAP message. If off (unchecked), only the first <area> block will
be processed. This option should be left off (unchecked) in order to comply with current
CAP to EAS implementation guidelines.

Atom Feed States to Process

The Atom Feed States to Process group is used to prefilter Atom feed entries. Whenever
an Atom feed configured on the CAP Sources tab is updated, each of it's entries is checked to
see if it contains any of the (up to) 4 state codes configured. If none of the configured state
codes is present in an Atom entry then the associated CAP message is never retrieved.

32
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The CAP Sources Tab

The CAP Sources tab is used to configure the CAP sources that the EASyCAP software will

monitor for incoming messages.

General CAP Sources EAS Encndersl Stah.sl

’—CAP Source List (add, delete, or select) | [ CAP Source Configuration
Ex;

Source List Name rInterface Type and Protocol————
ample IPAWS OPEN Atom
Example TCP |Example 1PAWS OPEN Atom IPAWS DPEN Atom =]

~URL or IP Address (leave blank for IPAWS OPEN Atom feed)

Timing
[ TCF/UDP PORT LOGID —Polling Interva Interval
IﬁTOMfUSﬁ Iﬁ
b
rAuthentication
~User Name

—Passward or PIN (leave blank for IPAWS OPEN Atom feed)
[ CONFIRM|
[¥ Check CAP message signatures

v Allow (but log) messages without signatures

v Allow (but log) messages with bad signatures

== ADD | ¥ DELEI'El

[ Startl B st | Service Running [s] Sal.-\el
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CAP Source List Group

The CAP Source List group displays the CAP Sources that
are currently configured. Simply click on the name of the
source to view its configuration.

* Add - Select this button to add a new CAP Source.
When this button is selected, a new configuration will
be added to the list with the name “New CAP Source
#”. Where the # symbol indicates the number of the
new source and is incremented in sequential order.

* Delete - This button is used to delete the currently
selected source from the CAP Source List.

EASyCAP - Software Manual
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CAP Source List (add, delete, or select)

Example IPAWS OPEN Atom
Example TCP

Mew CAP Source 1

MNew CAP Source 2

MNew CAP Source 3

New CAP Source 4

o= ADD | X DELETE
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CAP Source Configuration

The CAP Source Configuration group is used to configure the CAP Source connection

settings.
* Source List Name - Enter CAP Source Configuration
th that ish t Source List Name Interface Type and Protocot
'e name that you wish to New Cap Source & | B
display for this source in the
CAP Source LISt ThlS Address (Full URL or IP Address. Example: http:/fwww. trilithic.com/capfesd.xml)
name should be descriptive
enough to be able to easily TCPIUDP PORT e Timing
. . oy - Polling Int I Check Int: I
discern it within the CAP il | e
Source List.
Authenticati
« Interface Type and i coc
Protocol - Select the
foIIowmg types and protocols P
from this dropdown list:
« TCP (connect and Security Certificate SubjectfCommon MName
wait) - Thisis a
generic connection to

a TCP source. This

type makes a

connection with the

specified TCP source

and then waits for a CAP alerts to be pushed to the EASyCAP software. This
source may be used with Trilithic CAP generation software for installation
testing.

* IPAWS OPEN Atom - This is the newest OPEN web service provided by FEMA
for emergency management. It provides an Atom feed of IPAWS messages
targeted to EAS.
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e URL or IP Address - Enter the URL or IP Address of the CAP Source into this field.

Leave blank to use the default FEMA IPAWS Atom feed.

+ TCP/UDP PORT - When TCP (connect and wait) is selected from the Interface
Type and Protocol dropdown list, enter the TCP communication port number.

* LOGID - Enter an 8-digit ID to help you identify this CAP source. The Encoder/
Decoder will use this in its log to identify the source of the CAP alert.

Timing
The Timing group is used to configure how often the

EASyCAP software checks the CAP Source for new CAP
messages.

* Polling Interval - When IPAWS OPEN Atom is
selected from the Interface Type and Protocol
dropdown list, enter the amount of time in seconds
between each request for new CAP messages.

* Check Interval - When TCP (connect and wait) is
selected from the Interface Type and Protocol
dropdown list, enter the amount of time in seconds
between checking the status of the TCP connection.
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Authentication

The Authentication group is used to Authentiation
configure the authentication parameters of the Jesriiane
CAP Source When IPAWS OPEN Atom IS Password or PIN (leave blank for IPAWS OPEN Atom feed)
selected from the Interface Type and | CONFIRM
Protocol dropdown list. [¥ Check CAP message signatures
v Allow (but log) messages without signatures
+ User Name - Not used, reserved for 7 Allow (but log) messages vith bad signatures

future use.

» Password or PIN - Enter the password or PIN assigned by the CAP source
administrator. Leave blank to use the default IPAWS Atom feed pin. The CONFIRM
button is used to verify that the password entered is correct.

+ Check CAP message signatures - Enable this to check CAP message
signatures. Checks certificate against the computers trusted root certificates. When
using the default Secure HTTP Atom feed this option is not recommended.

* Allow (but log) messages without signatures - Enable this to check if an
incoming message does not have a signature, log the fact that the signature is
missing but process the CAP message anyway (as specified by CAP protocol).

* Allow (but log) messages with bad signatures - If Check CAP message
signatures is selected, enable this to log a failed certificate verification but
processes the CAP message anyway (as specified by CAP protocol).
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The EAS Encoders Tab

The EAS Encoders tab is used to configure the encoder/decoder(s) that will receive CAP
messages.

8 EASYCAP Adapt

General I CAP Spurces El'iCDdE Stath I

E=E)

EAS Encoder List (add, delete, or select)| ~EAS Encoder/Decoder configuration
'|'|-'||-|j||'|c Encoder/Decoder #1 r—Encoder List Name Encoder Station ID—|
Triltihic Encoder/Decoder #2 |Tr'||t'|h'u: Encoder/Decoder %1 IENCODER]
rEncoder Password
— CONFIRM| Language Options——|
[~ Use Spanish Audio
—Encoder IP and Port [ Use Spanish Text
rIP Address
|192.163.0.1ﬂ1
rTCP PORT— [AUDIO PORT—
|59911 53919
o= ADD | ¥ DELETE |
P start | B st | Service Running [S] save |
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EAS Encoder List Group

The EAS Encoder List group displays the EAS encoder/ EAS Encoder List (add, delete, or select)
decoders that are currently configured. Simply click on the New EAS Encoder 1
name of the encoder/decoder to view its configuration. New EAS Encoder 2
* Add - Select this button to add a new EAS Encoder/ 1::::22 E:ﬁ:: :i
Decoder. When this button is selected, a new Trilithic Encoder #3

configuration will be added to the list with the name
“‘New EAS Encoder #’. Where the # symbol indicates
the number of the new encoder/decoder and is
incremented in sequential order.

* Delete - This button is used to delete the currently
selected encoder/decoder from the EAS Encoder List.

__ADD 2 DELETE
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EAS Encoder/Decoder Configuration

The EAS Encoder/Decoder Configuration group is used to configure the EAS encoder/
decoder connection settings.

e Encoder List Name - Enter EAS Encoder/Decoder configuration

the name that you wish to Encoder List Name: Encoder Station ID
. . Trilithic Encoder #1 EMC#1

display for this encoder/ [Trithic Encoder

decoder in the EAS Encoder Password

Encoder List. This name | _conFrru]

should be descriptive R

e_nough _to t_>e _able to easily 1P Addree

discern it within the EAS [52.168.30.1

Decoder List. Language Options

TCP PORT [~ Use Spanish Audio

° i - 59911

Encoder Station ID - Enter T

the station identification that

will be included in the alert

text. This should be the same

as the Station ID in the Encoder/Decoder configuration.

* Encoder Password - Enter the password used to login to the configured Encoder/
Decoder.

Setup a user accountin the encoder/decoder for the EASyCAP
software. The user account needs to allow access rights for
: originating EAS alerts and must have Ethernet included as one
of the allowed interfaces. If more than one EASyCAP software
NOTE application is used to transfer CAP alerts to an encoder/decoder,
each instance of EASyCAP software must have it’s own user
account to avoid confilcts.
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Encoder IP and Port

The Encoder IP and Port group is used to configure the connection information for the
selected encoder/decoder.

« |P Address - Enter the IP address used to Encoder IP and Port
connect to the selected encoder/decoder. 1P Address
|152.168.0.101
* TCP Port - Enter the TCP port used to
communicate with the selected encoder/ TCP PORT ALDIO PORT
decoder. |59911 59919

* Audio Port - Enter the TCP port used to
transfer audio from the EASyCAP software to
the encoder/decoder.

Language Options

The Language Options group is used to send Spanish language audio and text to the
selected encoder/decoder.

* Use Spanish Audio - Select this box to send Spanish audio Language Options
to the encoder/decoder. Spanish text must be enabled or the [ Use Spanish Audic
Spanish audio will not be used. Spanish audio may not always [~ Use Spanish Text
be available from the CAP source. If no Spanish audio is
available, English audio (if available) will be sent instead.

* Use Spanish Text - Select this box to send Spanish alert text to the encoder/
decoder. Spanish text may not always be available from the CAP source. If no
Spanish text is available, English (if available) text will be sent instead.
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The Status Tab

The Status tab shows the status of the CAP service.

Ad

Generall CAP SDurcesl EAS Encoders  Status

Current CAP Service Log

Note:
Note:
Nate:
Note:
Note:
Nate:
Note:
Note:
Nate:
Nate:
Note:
Note:
CAP Service Component Started: 1/23/2012 9:20:55 AM-Started Encoder thread ENCODER1 Event ID: 648
CAP Service Component Started: 1/23/2012 5:20:55 AM-Started Encoder thread ENCODER2 Event ID: 648
CAP Service Component Started: 1/23/2012 9:20:55 AM-Started Aggregation thread. Event ID: 648

1/23/2012 9:20:55 AM-Started Autonomous Audio Fetch thread 0. Event ID: 648
1/23{2012 5:20:55 AM-Started Autonomous fudio Fetch thread 1. Event ID: 648
1/23{2012 9:20:55 AM-Started Autonomous fAudio Fetch thread 2. Event ID: 648

CAP Service Component Started:
CAP Service Component Started:
CAP Service Component Started:

1/23/2012 5:20:53 AM-Terminating TCF threads.

1/23/2012 9:20:53 AM-Terminating Encoder threads.

1/23/2012 9:20:53 AM-Waiting for threads to report termination.

1/23/2012 9:20:53 AM-5Saving processing lists.

1/23/2012 9:20:53 AM-Freeing processing lists.

1/23/2012 9:20:55 AM-Application Path = C:\Program Files (x@86)\Trilithic\EASyCAPY,
1/23/2012 9:20:55 AM-Application Data = C:\ProgramData\Trilithic\EASyCAP Adapter)
1/23/2012 9:20:55 AM-Data Path = C:\ProgramData\Trilithic\EASyCAP Adapter|
1/23/2012 9:20:55 AM-Log Path = C:\ProgramData\Trilithic\EASyCAP Adapter|
1/23/2012 9:20:55 AM-Log Archive Path = C:\ProgramData\Trilithic\EASYCAP Adapter)
1/23/2012 59:20:55 AM-Log File = C:\ProgramData\Trilithic\EASyCAP Adapter|Log.bd
1/23/2012 9:20:55 AM-Starting thread inttialzation.

Last CAF Service Message Received

m

-

" Clear Screen |

CAP Service Component Started: 1/23/2012 9:20:55 AM-5Started Autonomous Audio Fetch thread 2. Event ID: 648

CAP Service Version 1.15

-

B stor Service Running

IEISal.rel

* Current CAP Service Log - This area shows the CAP service log of the current CAP
session.

+ Last CAP Service Message Received - This area shows the last log sent from the CAP
Service to the Configuration program.

» Clear Screen - This button allows you to clear the top screen, allowing only new
information to be displayed.
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Chapter

6

Appendix

EASYyCAP Event Log

CAP message activity and critical errors are logged to the Windows Event Log. They are located
in the Application log and use the log source of EASyCAP software. Arange of event IDs have
been reserved for the EASYCAP software.

The following events are logged to the Windows Event Log and the text log:

1D

Type

Category

Description

601

Information

New CAP Alert Received

Occurs when a new CAP alertis
received by the CAP service.

602

Information

CAP Alert Delivered

Occurs when a CAP alert is sent to
the Encoder/Decoder.

641

Information

Invalid Alert Discarded

Occurs when a CAP alert fails to
pass conformance criteria and is
discarded.

642

Information

Duplicate Alert Discarded

Occurs when a CAP alert is
detected as a duplicate and
discarded.

643

Information

Cancelled Alert Discarded

Occurs when an alert is discarded
due to receipt of a CAP message
cancelling the CAP message being
processed.

644

Information

CAP Source Monitoring Started

Occurs when a process is initiated
that monitors a CAP source. This
will occur for each CAP source
configured.

645

Information

CAP Source Monitoring
Stopped

Occurs when a CAP Monitoring
process is terminated. This will
occur for each CAP source
configured.

646

Information

CAP Service Started

Occurs when the CAP service has
started.

647

Information

CAP Service Stopped

Occurs when the CAP service has
stopped.

¥ TRILITHIC
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ID Type Category Description

Occurs when a process within the
CAP service has started. This may
be a CAP monitoring process, an
Encoder/Decoder handling
process, The Aggregation process,
etc. This normally occurs during
the service startup.

Occurs when a process within the
CAP Service Component CAP service has been terminated.
Stopped This normally occurs during the
service termination.

Occurs when a CAP message is
checked for signatures and no
signature is present in the

CAP Service Component

648 Information Started

649 Information

650 Warning | CAP Signature Not Present

message.
Occurs when a CAP message is
651 Warning CAP Signature Verification checked for signatures and a
Failed signature is present but fails
verification.

Occurs when an Encoder/Decoder
handling process is unable to
deliver a CAP message to the
Encoder.

Occurs when the service is unable
to access or verify connection to a
CAP source for ten
Poll/Connection check cycles. If
the connection verification cycle
time is less than 30 seconds, this
Event will not be triggered until 5
minutes has passed. This Event
will recur periodically until the
connection is reestablished.
Occurs when an attempt to retrieve
audio for a CAP message fails.
683 Warning | Audio Fetch Failure The audio is specified either as a
URI in the CAP message, or
contained in the CAP message.

681 Error Alert Delivery Failed

682 Error CAP Source Failure
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Type

Category

Description

684

Error

CAP Service Failure

Occurs when the CAP service

itself is unable to operate properly.

685

Error

CAP Processing Failure

Occurs when the processing of a
CAP message fails for any reason
that does not have its own Event
ID. The details will be included in
the text of the Event.
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